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Abstract - Anonymous Communication is the important issue in
case of Mobile ad hoc Networks (MANETs). It is very difficult to
find the source and destination of the communication link and
the other intermediate nodes involved in it. Many enhancement
techniques are proposed to enhance the anonymous
communication in case of the mobile ad hoc networks
(MANETs). However, MANETs are vulnerable under certain
circumstances like passive attacks and traffic analysis attacks.
Here we proposed the traffic analysis model, expose some of the
methods and attacks that could infer MANETs are still weak
under the passive attacks. To show how to discover the
communication patterns without decrypting the captured
packets, we present the paper Statistical traffic analysis model. In
order to discover the packet patterns this model works passively
and does the traffic analysis based on the statistical
characteristics of the captured raw traffic. Here we can
determine the source node, destination node and the end-to-end
communication path in case of mobile ad hoc networks. And also
accuracy of revealing the hidden traffic is more than other
existing systems.

onion routing and mix-net are utilized, these protocols mostly
rely on packet encryption to hide sensitive information (e.g.,
nodes’ identities and routing information) from the
adversaries. However, passive signal detectors can still
eavesdrop on the wireless channels, intercept the
transmissions, and then perform traffic analysis attacks. Over
the past few decades, traffic analysis models have been widely
investigated for static wired networks. For example, the
simplest approach to track a message is to enumerate all
possible links a message could traverse, namely, the brute
force approach. Recently, statistical traffic analysis attacks
have attracted broad interests due to their passive nature, i.e.,
attackers only need to collect information and perform
analysis quietly without changing the network behavior (such
as injecting or modifying packets). The predecessor attack and
disclosure attacks are two representatives. However, all these
previous approaches do not work well to analyses MANET
traffic because of the following three natures of MANETs: 1)
the broadcasting nature: In wired networks, a point-to-point
message transmission usually has only one possible receiver.
While in wireless networks, a message is broadcasted, this can
have multiple possible receivers and so incurs additional
uncertainty. 2) The ad hoc nature: MANETs lack network
infrastructure, and each mobile node can serve as both a host
and a router. Thus, it is difficult to determine the role of a
mobile node to be a source, a destination, or just a relay. 3)
The mobile nature: Most of existing traffic analysis models
does not take into consideration the mobility of
communication peers, which make the communication
relations among mobile nodes more complex.
In past, enhancing techniques of MANETs [4] are based on
packet encryption to protect the communication anonymity of
the mobile ad hoc networks. In Evidence-based statistical
traffic analysis approach provides a practical attacking
framework against MANETs but still leaves substantial
information about the communication patterns undiscovered.
In this approach, the system for discovering a statistical traffic
in MANETs is capable of discovering the sources, the
destinations, and the end-to-end communication relations.
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I. INTRODUCTION
A mobile ad hoc network (MANET) is a continuously selfconfiguring infrastructure less network of mobile devices
connected without wires. In the mobile ad hoc network, nodes
can directly communicate with all the other nodes within their
radio ranges; whereas nodes that not in the direct
communication range use intermediate node(s) to
communicate with each other. In these two situations, all the
nodes that have participated in the communication
automatically form a wireless network, therefore this kind of
wireless network can be viewed as mobile ad hoc network.
MOBILE ad hoc networks (MANETs) are originally
designed for military tactic environments. Communication
anonymity is a critical issue in MANETs, which generally
consists of the following aspects: 1) Source/destination
anonymity: it is difficult to identify the sources or the
destinations of the network flows. 2) End-to-end relationship
anonymity: it is difficult to identify the end to- end
communication relations. To achieve anonymous MANET
communications, many anonymous routing protocols such as
ANODR [1], MASK [2], and OLAR [3] have been proposed.
Though a variety of anonymity enhancing techniques like

Finally using the performance evaluation technique
comparing collected traffic pattern with actual traffic pattern
to calculate the false positive rate and false negative rate based
on typical confusion matrix and this procedure calculates the
accuracy in disclosing the hidden traffic patterns.
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II.
SYSTEM DESIGN
routing layer and above. Dummy traffic and dummy delay are
not used due to the highly restricted resources in MANETs.
The system design details and modules of each
The attackers’ goal is to discover the traffic patterns among
design are shown in the fig.1 below. And this section also
mobile nodes. Particularly, we have the following four
explains the algorithms for each module for statistical traffic
assumptions for attackers: The adversaries are passive signal
analysis model.
detectors, i.e. they are not actively involved in the
communications. They can monitor every single packet
transmitted through the network. The adversary nodes are
connected through an additional channel which is different
from the one used by the target MANET. Therefore, the
communication between adversaries will not influence the
MANET communication. The adversaries can locate the
signal source according to certain properties (e.g.,
transmission power and direction) of the detected signal, by
using wireless location tracking techniques [5] such as
triangulation, nearest sensor, or RF fingerprinting. Note that
none of these techniques can identify the source of a signal
from several nodes very close to each other. Hence, this
assumption actually indicates that the targeted networks are
sparse in terms of the node density. In other words, any two
nodes in such a network are distant from each other so that the
location tracking techniques in use are able to uniquely
identify the source of a wireless signal. In the following of this
paper, unless specifically denoted as “signal source” or
“source of signal,” the word “source” indicates the source of a
network flow. The adversaries can trace the movement of each
mobile node, by using cameras or other types of sensors. In
this case, the signals (packets) transmitted by a node can
always be associated with it even when the node moves from
one spot to another.
Fig.1 System Design
2. Traffic Matrices Construction

In Fig.1 shows there are four modules for statistical
traffic analysis model for anonymous MANET. They are
Network Initialization, Traffic Matrices Construction, Traffic
pattern discovery system and finally performance evaluation.

To disclose the hidden traffic patterns in a MANET
communication system, this system includes two major steps.
First, it uses the captured traffic to construct a sequence of
point to point traffic matrix matrices and then derives the end
to end traffic matrix. In traffic matrix construction there are
two main steps to follow. One is finding the point to point
traffic and other one is to deriving the end to end traffic
matrix.
Capturing point to point traffic in certain period T.
Using captured traffic; build point to point traffic matrices
such that each traffic matrix only contains independent one
hop packets. To avoid a single point to point matrix from
containing two dependent packets, then apply time slicing
technique[6]. Take a snapshot of the network during time
interval ∆te and each snap shot is triggered by a captured
packet. Constructs a traffic matrix which is an N*N one hop
traffic relation matrix. A length of each time interval ∆te is
determined by two criteria: one is, a node can be either sender
or receiver within this time interval. But it cannot be both.
And the second one is each traffic matrix must correctly
represent the one-hop transmissions during the corresponding
time interval and avoiding same packets from different nodes.
Using point to point traffic matrix, find end to end matrix. The
point to point traffic captured directly and multi hop traffic

1. Network Initialization
Network initialization is the first step in any network
system design. In this module wireless network is initialized.
In network initialization number of nodes, area of the network,
nodes mobility model can be initialized. In network
initialization module there are two models one is
communication model and other one is adversary model. The
assumptions for those models given as the PHY/MAC layer
are controlled by the commonly used 802.11(a/b/g) protocol.
But all MAC frames (packets) are encrypted so that the
adversaries cannot decrypt them to look into the contents.
Padding is applied so that all MAC frames (packets) have the
same size. Nobody can trace a packet according to its unique
size. The “virtual carrier sensing” option is disabled. The
Source/destination addresses in MAC and IP headers are set to
a broadcasting address (i.e., all “1”) or to use identifier
changing techniques. In this case, adversaries are prevented
from identifying point-to point communication relations. No
information about the traffic patterns is disclosed from the
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deduced from the point-to-point traffic. We can implement the
have the same probability to be the actual sender and receiver.
point to point traffic using algorithm1 using captured traffic in
Using vector space similarity assessment two nodes with
the network.
higher probability to be neighbors have less impact on each
other’s source/destination probability distribution, which
reasonably reduces the neighborhood noise. Finding the actual
source using source probability distribution. Also, finding the
actual destination using destination probability distribution.
The source probability distribution algorithm is shown below:

Algorithm1 Finding Point to Point Matrix
After finding the point to point traffic we have to
derive end to end traffic using the point to point traffic matrix
technique. The algorithm for end to end traffic matrix is
shown in Algorithm2 above.

Algorithm 3 Finding Source Probability Distribution
Both vectors which is shown in the algorithm they are uniform
probability distribution vectors. Similar approach can be
applied for to find the destination probability distributions
which are shown in the algorithm4 below. In this all
probability distribution vectors are normalized and only the
relative orders among the elements of each vector actually
make sense. The actual destination can be obtained by using
the algorithm4 which is shown below:

Algorithm 2 Finding End to End Traffic Matrix

3. Traffic Pattern Discovery
The traffic matrix R defines the deduced end-to-end
traffic volume between each pair of mobile nodes. Even
though we still need to perform more investigation to discover
the actual source/destination probability distribution and endto-end link probability distribution, that is, to figure out who
are the actual sources and destinations and who are
communicating with whom. In traffic pattern discovery
system there are three sub modules to discover the traffic, they
are source probability distribution, destination probability
distribution and end to end link probability distributions. Each
sub modules are explained as follows: After finding the traffic
matrices using these matrices we have to find the source and
destination probability distributions which contain several
functions. All nodes within the transmitting range of a packet

Algorithm 4 Finding Destination probability distributions
The final part of the traffic pattern discovery system
is to find the end to end link between the every node in the
network. The procedure and algorithm for finding the end to
end link probability or end to end link between the pair of
nodes is shown below: In the symmetrical way we have to
23

International Journal of Ethics in Engineering & Management Education
Website: www.ijeee.in (ISSN: 2348-4748, Volume 2, Issue 5, May 2015)
apply the algorithm 5 to find the end to end link between the
taken the two strategies as follows: The strategy
T1
is
nodes of destination to source.
suppose the number of actual sources, destinations or end to
end links between nodes to be k. At that time we simply select
the top k items i.e. nodes or links with the highest
probabilities. The second strategy T2 is suppose the number k
is unknown. In this strategy also we keep selecting the top
items with highest probabilities until two criteria are satisfied:
one is, the sum of the probabilities of the selected items has
reached u; and other one is probability of the last selected item
is v times larger than the current one. Here u and v are the
adjustable thresholds. After simulating this we get the
performance evaluation factors which are false positive rate
and false negative rate. The performance evaluation graphs of
source and end to end link identification are shown below:
The fig.2 and fig 3 shows the average false positive rate and
average false negative rate of source identification
respectively. In this, we can see both T1 and T2 strategies
achieve reasonably good accuracy for source identification.
Using T1 strategy the false positive rate is almost always less
than 0.2 and although it increases slightly as the number of
sources goes up. And the peak of the false negative rate is
lower than the 0.3.T2 tends to select more nodes which
inevitably increase the false positive rate at the same time
false negative rate is decreases

Algorithm 5 Finding end to end link between the source to
destination
III. EXPERIMENTS AND PERFORMANCE
EVALUATION
In the experiment part we have to demonstrate that to
find the source, destination and end to end link between the
pair of nodes. So for this we have to set up separate
demonstration. For this we have to generate three scenarios.
After random deployment of 30 mobile nodes in 800*800m2
area with the node speed of 10m/s and transmission rate is of
11Mbps.Now we have to generate the three scenarios which
are explained below: In scenario 1 only one source is
generates the CBR traffic to four destination .In scenario 2,
four source node is generating CBR traffic to only one
destination. And finally third scenario is CBR traffic is
generated fifteen point to point pair of nodes. After generating
this environment we have to simulate each scenario for
200seconds in NS2.34.And we get the probability distributions
of source, destination and end to end link between the nodes.
In this demonstration part we get the probability versus
number of nodes graph. In that graph the node which shows
the highest peak level that node is considered as the actual
source or destination nodes.
To find the accuracy of this traffic analysis model we
have the performance evaluation part. In this we have to
increase the number of nodes with specified area. For this we
have taken 80 mobile nodes for 1000*1000 m2 area .And
same initial parameters are taken which is mentioned in the
demonstration section. For performance evaluation we are

Fig.2 Average Positive Rate of Source Identification

24

International Journal of Ethics in Engineering & Management Education
Website: www.ijeee.in (ISSN: 2348-4748, Volume 2, Issue 5, May 2015)

Fig.5 Average False Positive Rate of Source Identification
The fig.4 and fig 5 shows the average false positive rate and
average false negative rate for end to end link identification
respectively. When the actual end to end links known we got
perfect false positive rate which is close to zero but
unfortunately the extremely large false negative rate is not
acceptable. This explains that too few links are selected and
most of the actual end to end communication relations are not
discovered. In the second strategy T2 selects more links which
reveals most of the actual end to end communication links by
slightly sacrificing the false positive rate. In T2 strategy the
false negative rate is almost 0.2 and false positive rate is 0.16
which is shown on the above graphs.
Using these performance evaluation graphs, the
hidden traffic patterns can be revealed in good accuracy using
the statistical traffic pattern discovery system, even without
the number of actual sources, destinations and end to end
communication relations known to the traffic analyzers.

Fig.3 Average False Negative Rate of Source Identification

Comparison of Proposed traffic analysis model with
Existing Traffic analysis Model
In this section we compare our proposed traffic
analysis model with existing traffic analysis model. Here we
are using the factors that total packet send, packet drop,
average packet delay, pattern detection rate and packet
throughput. The details of these comparisons shown in the
graphs which are shown below:

Fig.4 Average False Positive Rate of End to End Link
Identification
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Fig 6.Toatal packet Sending Rate

Fig 8.Packet Average Delay

Fig 9.Pattern Detection Rate
Fig 7.Toatal packet Drop Rate
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pattern detection in anonymous MANETs. Finally the
proposed traffic analysis model is detects the 80% of statistical
traffic patterns of anonymous mobile ad hoc networks.
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Fig 10.Packet Throughput
In the Fig 6, Fig 7 and Fig 8 shows the comparison details of
the packet sending rate, drop rate and packet average delay
respectively. Those graphs clearly say the proposed traffic
models are better than existing traffic analysis model. In the
fig 9 and fig 10 explains the details of pattern detection rate
and packet throughput respectively. Those graphs explains
the which model is better for pattern detection of anonymous
MANETs. Pattern detection rate of proposed traffic analysis
model is better than existing model which is clearly explained
in the fig 9.Most important graph is fig 9 because the aim of
our proposed model is proved in that graph i.e. which shows
the proposed traffic analysis model’s pattern detection rate is
better than existing traffic analysis model.
IV.

CONCLUSION

In this traffic analysis model we can reveal the hidden traffic
patterns of anonymous MANETs without decrypting the
packets. The hidden traffic patterns can be revealed in good
accuracy using the statistical traffic pattern analysis model,
even without the number of actual sources, destinations and
end to end communication relations known to the traffic
analyzers. Also comparisons graphs of performance evaluation
section and comparisons section proves that our proposed
statistical traffic analysis model shows better accuracy for
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